MDT AutoSave | Protection and Recovery Solutions

AutoSave addresses a critical aspect of security not addressed by data access & network
monitoring applications: The Intellectual Property in your Device Programs. Regardless of how a
threat occurs, AutoSave gives you the ability to:

PREPARE: Secure your program intellectual property

AutoSave saves a copy of each program revision in a central repository. Access to program folders and
programs is managed via a flexible privileging system.

MDT AutoSave Portal | AutoSave Program

[l Program Revisions

/Line8/workcell-b/HMI2

Version: Current Created: 2015-08-28 12:05:55

entries Columns Copy CSV  Print Search:

2019-02-07 20:43:15 2019-02-07 20:43:15 local to current Local to Current
2019-02-07 20:42:53 2019-02-07 20:42:53 launch program change Launch

2019-01-28 10:08:14 2019-01-28 10:08:15 this is a new comment from the Local to Current
field client

2019-01-02 09:51:31 2019-01-02 09:51:31 updated from field work Local to Current
2018-12-14 00:43:54 2018-12-1400:43:55 test Upload
2018-12-03 23:31:11 2018-12-0323:32:17 make revision 34 current again Ancestor to Current

2018-12-03 23:31:11 2018-12-0323:31:11 launch change - updating the Launch
current

2018-11-28 23:48:23 2018-11-28 23:48:23 upload current Upload

2018-11-28 14:56:01 2018-11-28 14:56:01 upload current from device via Upload
agent

2018-10-12 14:24:52 2018-12-03 23:31:57 downloading revision 28 Ancestor to Current

Showing 1 1o 10 of 30 entries

|, Central storage of all program versions

AutoSave Privilege Editor - oliEN

Demo

Folder: /_Demo

Replace pavieges on folders and programs User Groups: | Administration

;

Flexible user permissions
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DETECT: Detect changes made outside the Change Management System

AutoSave compares the latest program copy on file in AutoSave with the program running in each device
to identify any differences. If differences are found, the appropriate people are notified with an email
highlighting the differences.

= Errors = 44

= Same =286 - 30 Day View
Different = 355 Revisions

® Uploads = 78
Downloads = 82 o3 ko

|dentify program
mismatch

List of Links

Conveyor from current Conveyor from ver000-00001 (Revision: Current)

?RZQ!;:?;LT‘G;;)QE from Current Application Logic from Current

(Revision: 67)
174 ENDIF;

174 ENDIF;
175
175
176 IF Cycle == 1 THEN

176 IF Cycle == 1 THEN
177 VerticalMove = VerticalMove + Speed: .

177 VerticalMove = VerticalMove + Speed;
178 IF VerticalMove >= 41 THENW

178 IF VerticalMove >= 41 THEN

1 vtcabirs - 5 Detailed compare reports

180 IF Auto THEN
181 cyele = 2;
182 ENDIF;

183 ENDIF:

184 ENDIF:

183 ENDIF;

184 ENDIF:

255 IF Cycle == 7 THEN 255 IF Cycle == 7 THEN
256  Ejector = 1: 256
257  IF HorizentalMove < 272 THEN

Ejector = 1;

257 IF HorizontalMove < 272 THENW
258 Horizontalove = Hozizontaltlove + Speed; 258

259 ELSE
260 HorizontalMove = 274;

HozrizontalMove = HorizontalMove + Speed;
259 ELSE

260 HorizontalMove = 272;

261 cyele = S:

262  ENDIF;

263 ENDIF:

264

261 cyele = 5;
262 ENDIF;

263 ENDIF:

264

265 ENDIF; 265 ENDIF;
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RECOVER: Rapidly recover from unauthorized changes

With an archive of all program revisions stored in AutoSave, you can quickly restore the latest approved
program after an unauthorized change.

. MDT AutoSave - [/Unity/unity_b/ControlExpert14_M580]

File Program Edit Window Help

User: mass Clent:  [QA-SCHNEIDER-2 Server: fawin2k122-2
x|
RS5000v14 A Summary | Parameters \ Scheduled Commands |
RS5000v15
RS5000v1517 Description |
RS5000v16 [
RS5000v18 Location
RS5k_a Select Device | [Unty M580 (10.50.11.19)

RSSK_b
RSSK_¢ This Current has never been confimed to match the Device

RSLS_6 Vers:
RSL500_6 Version Revision Store Date Ful Name
8/5/2020 8 5758 P . e System QA

SalesD S  Contre
ales Uemos Launch Schneider Control Expert v14
Scriptmod_a

Seb b 3 h Online
SJF Y004 v Offline

Step7_52 y

Step7_53 y - Compare to Device via Client
Step7_54 e
Step7_55 & 4
Step7_a 1 Compare via Agent to...
Templates Compare via Client to...
testl
tmm Upload from Device via Client

TrialandE rror wice
Unity
2] doco Download to Device via Client

Compare to Device via Agent

unity v1-2
unity_2
unity_3

Save as Version

My Computer Restore to Local

unl:y_z - Restore to...
unity._| 4

¥ ControlExpert14_M580 u.l ¢ Update from...
&4 cros — Check Out

2 Uniy_V1-2 Schneider Control Expert v14
& v2x v1.00.05.00

o
2.7 v3.03 =H.
Explore

Search

= Transfer Data to PLC via client
\\ Manage #3 ControlExpert14_

Add Log Message

View Contents

|, Easily & quickly restore last correct program
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